In this correspondence, an equivalent definition of algebraic immunity of Boolean functions is posed, which can clear up the confusion caused by the proof of optimal algebraic immunity of the Carlet-Feng function and some other functions constructed by virtue of Carlet and Feng's idea.
Introduction
Due to the great success of algebraic attacks improved by Courtois and Meier to such well-known stream ciphers as Toyocrypt and LILI-128 [3] , the notation of algebraic immunity of Boolean functions was introduced in [6] to measure the ability of functions used as building blocks of key stream generators resisting this new kind of attacks. In fact, the algebraic immunity of a Boolean function is the smallest possible degree of such non-zero Boolean functions that can annihilate it or its complement. For an n-variable Boolean function, the algebraic immunity of it is upper bounded by ⌈ n 2 ⌉ [3] , and when this upper bound is attained, it is often known as an algebraic immunity optimal function, or an OAI function for short.
Constructing OAI functions, especially OAI functions together with other good cryptographic properties such as balancedness, high nonlinearity, high algebraic degree, etc., is an important problem in cryptography thanks to the wide usage of Boolean functions in stream cipher designs. In recent years, a lot of progress has been made in this problem, and many OAI Boolean functions satisfying all other main criteria have been constructed. Among all these constructions, the one belonging to Carlet and Feng [2] seems to be most important since the clever idea proposed by them of using univariate representations of Boolean functions and BCH bound from coding theory in the proof of optimal algebraic immunity of the constructed functions greatly influenced this field. In fact, subsequent constructions given by Tu and Deng [8] , Tang et al. [7] , Jin et al. [4] and Zheng et al. [9] all adopt Carlet and Feng's idea.
However, we notice that the Carlet-Feng function, as well as all subsequent functions, seem to suffer from a common problem in the proof of optimal algebraic immunity of them. In fact, under univariate representation, to prove an n-variable Boolean function f (x) have optimal algebraic immunity, the standard technique is to assume the existence of an annihilator g(x) of algebraic degree less than ⌈ n 2 ⌉ and deduce all coefficients of g(x) are zero. But following this technique to prove optimal algebraic immunity of f (x) when it is the function they constructed, Carlet and Feng neglected that the assumed g(x) that could annihilate f (x) or f (x) + 1 should be a Boolean function. In fact, they proved that for any polynomial g(x) ∈ F 2 n [x]/ x 2 n +x of algebraic degree less that ⌈ n 2 ⌉, it must be null if it could annihilate f (x) or f (x) + 1. Of course, this leads to the optimal algebraic immunity of f (x), but it seems that the properties of f (x) are stronger. In other words, it seems that Carlet and Feng's construction can be generalized such that no non-zero Boolean annihilator but possibly some polynomial annihilators with degree less that ⌈ n 2 ⌉ of the constructed functions exist, which can also promise optimal algebraic immunity of them.
Regretfully, the above idea cannot be realized. In this correspondence, we prove that a Boolean function has no non-zero Boolean annihilator of degree less that d if and only if it has no polynomial annihilator of degree less that d. As a result, the standard definition of algebraic immunity of Boolean functions can be modified to an equivalent version, which is given in Section 2.
An equivalent definition of algebraic immunity
Denote by B n the F 2 -algebra formed by all n-variable Boolean functions and let f ∈ B n . We firstly recall the standard definition of algebraic immunity of f .
Definition 2.1.
Now we consider the F 2 -algebra B n ⊗ F 2 n . Since
we have
Under isomorphism (1), elements of B n ⊗ F 2 n can be viewed as n-variable polynomials over F 2 n reduced modulo x 2 1 + x 1 , . . . , x 2 n + x n . On the other hand, for any
n + x n , it can induce a map from F n 2 to F 2 n , which induces a map from F 2 n to F 2 n due to the existence of the natural isomorphism F
It is easy to see that this correspondence promises an isomorphism between two F 2 -algebras, i.e.
through comparing dimensions of them. Thus we are clear that
That is to say, elements of B n ⊗F 2 n can also be distinguished with polynomials over F 2 n reduced modulo (x 2 n + x). In this sense, B n can be viewed as an F 2 -subalgebra of B n ⊗ F 2 n .
For any g ∈ B n ⊗ F 2 n , we define its algebraic degree, denoted deg g, to be the algebraic degree of the elements in
2 n + x respectively that are distinguished with g under the isomorphism (1) and (3) respectively (recall that for any G(x) = 2 n −1
where "wt(·)" represents the number of 1's in the binary expansion of a non-negative integer [1] ). Note that this will not cause confusion since the algebraic degree of any
n + x n and the algebraic degree of the G(x) ∈ F 2 n [x]/ x 2 n + x corresponding to it under the isomorphism (2) coincide. A short proof of this fact is like this: under isomorphism (2), there exists a basis {β 1 , . . . , β n } of F 2 n over F 2 , such that 
It is obvious that AI(f ) ≤ AI(f ). In the following, we devote to establish the equivalence between Definition 2.1 and Definition 2.2. For H(x 1 , . .
n + x n and a basis {β 1 , . . . , β n } of F 2 n over F 2 , it is easy to see that there exist
n } is the dual basis of {β 1 , . . . , β n } and "tr" is the trace map from F 2 n to F 2 ), and we also have
With all these preparations, we can obtain the following theorem.
Proof. We use the univariate representation of f . We need only to prove
When g satisfies g(f + 1) = 0, we can also get AI(f ) ≤ deg g. Hence we have AI(f ) ≤ AI(f ).
From Theorem 2.3, we are clear that, for any Boolean function f ∈ B n , it has no annihilator in B n of degree less that d if and only if it has no annihilator in B n ⊗ F 2 n of degree less that d for any 1 ≤ d ≤ n. It can also be concluded that to prove a Boolean function f ∈ B n have optimal algebraic immunity, we need only to prove that there exists no g(x) ∈ F 2 n [x]/ x 2 n + x with algebraic degree less that ⌈ n 2 ⌉ such that gf = 0 or g(f + 1) = 0 if f is represented by a univariate polynomial over F 2 n . This clears up our confusion with the proofs of optimal algebraic immunity of the Carlet-Feng function and some other functions constructed subsequently.
Similarly to the modification of the definition of algebraic immunity, we can also modify other definitions related to AI of Boolean functions. For instance, we can give a new and equivalent version of definition of PAI functions studied in [5] .
Definition 2.4. Let f ∈ B n . f is said to be perfect algebraic immune if for any positive integers e < n 2 , the product gf has degree at least n − e for any non-zero element g ∈ B n ⊗ F 2 n of degree at most e.
